Curricula have important effects on students' professional skills. To prepare for the fourth industrial revolution (4IR), countries are recommended to implement new curricula to develop new competencies for the automation workforce. As Information technology (IT) lays the foundations for the core 4IR-relevant emerging technologies (big data, internet of things, artificial intelligence, etc.), countries have developed new IT engineering curricula to prepare engineers for the 4IR. By conducting a structured focused comparison for bachelor IT curricula containing core 4IR modules of 57 Vietnamese and 35 Malaysian universities, this research aims to find appropriate approaches in developing curricula to prepare 4IR competencies for IT engineering students for Malaysia, Vietnam and implications for other nations. The research found that, only new stand-alone curricula with a focus on 4IR competencies can prepare engineers for the 4IR. It then provides seven lessons for designing new 4IR engineering curriculum and for continuing studies on 4IR-ready curriculum.
Introduction
The Fourth Industrial Revolution (4IR) has already dramatically impacted many aspects of manufacturing, business, education, health sciences, as well as social and cultural life around the world. Countries have to prepare for the 4IR in order to stay viable in the global economy and therefore must prepare their populations for the pending shifts in how we work (Kurdahi, et al., 2016; WEF, 2016) .
The WEF and A.T. Keaney (WEF & Keaney, 2018) reported on the 4IR-readiness of 100 countries according to twelve identified core technology-related innovations. These core areas are: big data, artificial intelligence (AI), and internet of things (IoT), virtual and augmented realities, additive manufacturing, blockchain and distributed ledger technology, advanced materials and nano-materials, energy capture, storage and transmission, new computing technologies, biotechnologies, geoengineering, neurotechnology, and space technologies. The WEF explains readiness for the changes these technologies are bringing as operating on scale from: 1) Leading; to 2) High potential; to 3) Legacy; and finally 4) Nascent readiness. Six main drivers were used to measure the readiness, including: Technology & Innovation, Human Capital, Global Trade & Investment, Institutional Framework, Sustainable Resources, and Demand Environment. In this report WEF identified Malaysia as one of 25 countries that are "ready" for the 4IR relative to other countries, while Vietnam's readiness is characterized as "nascent" (WEF & Kearney, 2018) . By human capital, Malaysia is ranked 21/100, while Vietnam is ranked 70/100. Human resources are often a decisive factor for the socio-economic development of a country (WEF, 2016) . To prepare for the 4IR, WEF recommends countries to develop their future workforce through new training approaches with new education curricula (WEF & Kearney, 2018) . As IT lays the foundations for 4IR-related manufacturing and for the emerging multi-disciplinary technologies such as cyber-physical systems (CPSs), IoT, AI, and big data, countries are changing and developing new curricula to improve key skills for the workforce (Iscoop, 2017; Kurdahi, et al., 2016; Törngren, et al., 2017) . Vietnam and Malaysia are countries both in the Southeast Asian region having some historical, economic and cultural similarities, but the difference in the level of 4IR readiness raises questions for Vietnam to study. As curricula have important effects on students' professional skills (Carter, et al., 2016) , through analyzing and comparing 4IR-relevant IT engineering curricula, the research aims to clarify appropriate approaches in developing 4IR engineering curricula. It also aims to highlight correlational difference in 4IR readiness of human capital between the two countries and reasons for the differences from an educational policy perspective. The findings contribute knowledge of new trends in preparing IT engineering students for the 4IR and lessons for universities in designing new 4IR engineering curricula for the future economy.
This article first introduces the technological nature of the 4IR, competencies required for engineers to become experts in these 4IR technologies, requirements of relevant engineering curriculum to prepare students appropriately and 
The Fourth Industrial Revolution Engineering Competencies and Curriculum
The relationship among 4IR, engineering competencies and relevant curriculum are described in Figure 1 . Iscoop (2017) , Kurdahi, et al. (2016) , and Törngren, et al. (2017) , have all identified big data, IoT, and AI as integrated systems that support each other to develop intelligent machines and CPSs, making up the key elements of the 4IR.These authors explain that, the 4IR is a CPS-based industry that connects virtual (e.g. cyber space, knowledge, information, cyber-social world, cloud…) and physical (e.g. smart devices, sensors, actuators, computers, physical assets, customers) systems to create integrated, intelligent, and safe, high performance automation systems in different socio-economic fields. For engineers, Crawley, et al. (2007) emphasize that they should have expertise in a particular industry to carry out practical implementation in industrial and social contexts in addition to competencies in different industrial fields. Therefore, 4IR engineers should have competencies in a specific field of 4IR technologies. The US National Academy of Sciences, Engineering, and Medicine (2016) , and Törngren, et al. (2015) , both highlight the importance of developing CPS skills that enable people to realize physical and cyber connections and thus to differentiate CPS engineers from experts in other fields of computer science, control, and communication. The US National Academies of Sciences, Engineering, and Medicine Kalantari, et al. (2017) and Monnappa (2017) includes the "fourVs": volume, velocity, variety and veracity of data (text, audio, visually) that are shared, transferred and used for different purposes in different fields. These four Vs are what distinguish big data from traditional data. The IoT is a disruptive technology which involves a swarm of sensors that connect all sub systems, processes, both internal and external objects, network providers and customers to allow them all to communicate and collaborate with each other and machines with humans (Zanni, 2015) . AI is a non-biological, "designing" intelligence (Spector, 2006) . It involves the creation of intelligent machines that work and react like humans and play important roles in human society. Robotics is a major field related to AI, but involves the mechanization of human capabilities. For big data, robotics, and AI, engineers need to have specific, but integrated competencies of each area and among areas. Some core knowledge and skills in big data curricula are suggested by Molluzzo, Lawler (2015) and Monnappa (2017) . They argue that big data analytics, big data foundation, data science, data warehousing, data visualization, machine learning and data mining are all skills that need to be integrated into the engineering curriculum. Whereas IoT engineers need to gain new knowledge and skills in sensors, perception, cloud management, cyber-security, big data management, integrating smart objects into IoT framework (s) (Koo, 2015) . AI engineers need to know human language and machine interactions, robot hardware and control software skills, data science, kinematics, and estimation knowledge (Spector, 2006; Wyatt, 2000) . These are all areas that have typically been included in engineering education. IoT, AI and big data curricula content cover some similar areas of knowledge relating to computing, intelligent systems, mathematics, data, as well as knowledge specific to IoT, AI and big data (Koo, 2015; Nilsson, 1998) . As these are relatively new technologies and capacities in computing, curriculum in higher education needs to quickly integrate them in order to prepare their graduates for the work ahead.
The 4IR is characterized by these technologies cooperating with each other and with humans in integrated systems that change how we live and work (Infosys, 2017) . Besides such specific competencies noted above, engineers, according to those authors (Hecklau, et al., 2016 ; National Academies of Sciences, Engineering, and Medicine, 2016; Rajkumar, 2012; Passow & Passow, 2017; Törngren, et al., 2015; Weltzien, 2016) , should be trained to integrate knowledge across a range of industries; and should be multi-functional people with personal and social competencies. They should have interdisciplinary and system knowledge, competencies of creativity and entrepreneurship, lifelong learning, and be able to solve complex problems and make decisions based on big data. It is also very important that students are trained in social emotional competencies in which, they have the ability to collaborate and communicate beyond technology requirements. In addition, they need to obtain project management skills to in- Curricula have important effects on students' professional skills (Carter, et al., 2016) . Academic curriculum goes through designing and implementing stages.
The result of the first stage is a curriculum framework with identification of student learning outcomes that meet social and economic development requirements. The learning outcomes involve student competencies developed during the instructional processes in-and outside the classroom. Curriculum frameworks as an academic plan contains a number of elements, including philosophy; learning outcomes, models; organization and structure; teaching, learning and assessment strategies; module design. These elements are appropriate to the outcomes and a set of instructional techniques and learning aids to help learners achieve the goals, and measure these intended outcomes (O'Neill, 2015; Stark, 1986 & Kearney, 2018) . Tackling coverage of all these important areas cannot be effectively done in the traditional siloed higher education constructs. The traditional curricula are criticized for lacking integration of disciplines, focusing almost exclusively on theory and single subject teaching and learning (Crawley, et al., 2007) . This form of information transfer does not equip students with the cognitive skills, let alone content skills, necessary for the 4IR economy. Therefore, to form the needed 4IR competencies, emphasis on general and professional skills is required, broadened instructional methodologies, interdisciplinary and transdisciplinary teaching and learning, and research-led project-based learning needs to be integrated into HE engineering pedagogy. Importantly for 4IR competencies virtual laboratory practices need to be developed, and co-curricular activities and experiential learning need to be better funded and integrated (Carter, et al., 2016; Gleason, 2018; Janssen, et al., 2106; Möller, & Vakilzadian, 2016; Tisch, et al, 2016) . Connections of academia with industrial and business companies are necessary to implement work based learning and practice to solve problems for the global community (National Academy of Sciences, Engineering and Medicine, 2017). In the twenty-first century, with increasing systems complexity, the curriculum should be interdisciplinary and transdisciplinary. In an interdisciplinary curriculum several disciplines are merged into a subject area and interdisciplinary connections and methods are deployed among curriculum elements (Crawley, et al., 2007; O'Neill, 2015; Stark, 1986) . Transdisciplinary curriculum merges different disciplinary areas. For example, CPS education has a multidisciplinary nature drawing from several academic disciplines due to the complexity of the systems (Haque, et al., 2014; Törngren, et al., 2015) . AI, big data, IoT have an inter-disciplinary nature as well and they are sometimes combined with other disciplines to form new technology (Cicirello, 2008; Ergezer, et al., 2018; Koo, 2015; Molluzzo & Lawler, 2015; Wyatt, 2000) .
To satisfy these requirements, the Massachusetts Institute of Technology (MIT) developed the Conceive -Design -Implement -Operate (CDIO) approach to teaching engineering. According to CDIO, an interdisciplinary curriculum must content four following discipline blocks: 1) general courses that equip students with general competencies, 2) professional core and 3) specialization courses, and 4) elective courses; practicum/professional application is incorporated in professional courses to equip students with necessary competencies for their job. CDIO encourages developing interdisciplinary and specific industrial professional, personal and interpersonal competencies for engineers through experiential learning with real-world systems that operate within a framework of curricular planning and outcome-based assessment (Crawley, et al., 2007) .
Vietnamese and Malaysian Higher Education in the 4IR Context
Malaysia and Vietnam are both emerging economies in Southeast Asia and both are beginning to prepare for the 4IR, however with different levels of success. In 
Malaysian Higher Education
During the last fifteen years, the Malaysian HE system has made significant advancements in student enrolment, and has risen in global rankings in key dimensions such as research publications, patents, and institutional quality and international students. Substantial increases in access were achieved between 2004 and 2012, realizing 1.2 million students enrolled, or 70% of the demographic grouping in the tertiary age range (Ministry of Education (MOE), 2015).
The Malaysian HE landscape consists of different types of public and private universities, colleges, and technical and community colleges. The country has 20 public universities, but also has 497 private colleges and universities. The number of university academic staff was 68,264 (Omar, 2017) . By QS ranking in 2018 1 , 16 public and 11 private institutions were in the top 100 -400, of which five research universities were in the top 50. There are 52 subject areas within Malaysian universities that are within the top 100 world ranking, although these do not include the IT disciplines. The quality of these institutions is further evidenced by the fact that, according to Omar (2017) , Malaysia among the top 1% of globally cited researchers. The universities also experienced an increased scientific publication and citation rate up to 3.1× and 4.0× (highest in the world), and patents up to 40% during 2000-2013. Signaling this strength, collaborations with industry, NGOs and agency consultations brought in 300 million USD for the country. According to Universitas 21 annual report, which produces an index comparing national HE systems for 50 countries, Malaysia is ranked 12 out of 50 in terms of resources invested, and 44 th out of 50 for outputs (MoE, 2015) .
In response to Government efforts, the Malaysian Ministry of Higher Education (MMoHE) (2015) is seeking to create an HE system that ranks among the world's leading education systems. There is a strong emphasis on developing entrepreneurial mindsets, outcomes over inputs, technologies and innovations, lifelong learners, and the development of future-ready talents. The MMoHE 1 https://afterschool.my/find-university-in-malaysia/which-malaysian-universities-ranked-on-the-qs -asia-university-rankings. MMoHE suggests a balance of 4IR-relevant knowledge and skills (ilmu) combined with 4IR-relevant ethics and morality (akhlak) in developing student competencies. To form competencies for 4IR, MMoHE recommends shifting from a simple mixture of disciplines into an inter-and trans-disciplinary content focus. MMoHE is calling for work-based learning programs to increase student employability; intensifying collaboration between academia and industry (two years or one year of hands-on practice in industry), massifying HE through MOOCs, and creating innovative ecosystems and developing student digital portfolios which reflect their real competencies.
Vietnamese Higher Education
Over the last several decades, Vietnamese HE has improved in both access and quality. The HE system has diversified as well with many public and private school options emerging. According to the Vietnamese MOET statistics Vietnam has always identified education as the top national priority, but challenges of quality and funding remain (MOET, 2017) . Vietnamese universities currently emphasize training IT engineering students with some 4IR-relevant knowledge. But the curriculum remains siloed in academic departments, and knowledge transfer is prioritized, leaving little space for assessment that develops creativity and critical thinking in students (Tran, et al., 2014) . 
Research Design

Research Question
Methods and Data Collection and Analysis
Document analysis is an important research method related to categorizing content. Curriculum documents work as physical evidence in the document analysis research method (Bowen, 2009 ). This study used document analysis as a qualitative research method to conduct a structured focused comparison of university IT curricula in Vietnam and Malaysia.
The study reviewed and analyzed engineering bachelor IT curricula containing 4IR-relevant modules across 57 Vietnamese and 35 Malaysian universities'
IT departments that were available on the universities' website ( (Table 2) . Table 2 shows that, there were some 4.0 technology courses embedded in the existing educational programs, and others were developed from scratch and operate as a new program within their institutions. Table 2 delineates which 4IR-relevant technologies are covered in which country as coded by embedded or as new curricula. There is also a noticeable lack of coverage of CPS in either newly developed courses or in existing curricula. The transition to CPS research is still emerging around the world. The same situation as identified in Vietnam and Malaysia was found in other lower income countries. For example, Sackey and Bester (2016) found the lack of CPS-emphasis in industrial engineering curricula in South African Universities. This is problematic for preparing future-ready engineers for the 4IR economy. Moving forward, engineered systems will all involve CPS technologies; therefore curricula and programs need to respond accordingly.
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DOI: 10.4236/ce.2018.916207 The universities of both countries offered data-courses, such as: database analytics, database systems design, management, data warehouse, multimedia database, data structure and algorithms, etc., but without explicitly covering big data. In Vietnam only 11% (6/57) of the universities reviewed had big data content and only 9% (5/57 universities) had IoTs in the curriculum. In Malaysia, IoTs became more focused as a major at the Swinburne University of Technology, Sarawak Campus. The lack of IoTs was identified by Koo (2015) , highlighting that few universities had courses dedicated to this emerging area of importance.
2) Developing new 4IR curricula of Malaysian Universities Malaysian universities focused on developing new curricula more than embedding 4IR courses in the existing curricula. They had eight new AI curricula, two curricula of cloud-based technology. The Asia School of Business, a new MBA program in Kuala Lumpur developed with MIT Sloane School of Management, did not have specific curricula for 4IR technologies, but rather tried to provide students with short courses, including: AI, IoTs for business; Implementing Industry 4.0: Leading Change in Manufacturing and Operations; Understanding and Solving Complex Business Problems; Mastering Five Skills For Disruptive Innovation; and Achieving High Performance through Value Chain.
3) Differences of student learning outcome in 4IR competencies between embedding and new curricula A key finding of note is that there was a difference in the intended student learning outcomes between curricula which embed content in already existing curricula versus those that have newly developed specifically 4IR-relevant curricula. The newly developed 4IR curricula focused on relevant competencies, whereas embedded additions did not. Table 3 provide examples that demonstrate this difference.
Although embedded curricula contained the 4IR areas of big data, AI and IoTs, the outcomes did not reflect competencies in these core technologies. The courses in the curricula were selected according to students' desire. For example, in the Universiti Teknologi MARA's curriculum, a robot design module was inserted into an existing program as representative of an AI-related minor, but did not aim to equip students with skills in developing AI application systems. As mentioned above, the traditional curricula focus almost on theory and single subject teaching and learning that cannot equip students with the necessary skills for the 4IR economy (Crawley, et al., 2007) . In general, the current embedding curricula did not provide deep knowledge and practice of 4IR-relevant skills because they often provided only a minimal exposure with very general knowledge. This represents a significant gap in the HE coverage of 4IR-relevant graduate preparation, especially in Vietnam.
It is important to note that the content of 4IR-relevant technologies is only one element of the learning that is needed. Special pedagogical care is needed to develop the cognitive flexibility to apply the learning in different problem solving contexts. Key to this is authentic learning through problem-based and experiential pedagogies (National Academy of Engineering, 2017 The program has the objectives of producing graduates who are able to:  demonstrate an understanding of Intelligence Information Systems concept.  develop intelligent systems applications using various tools used in industries.  identify problems and apply artificial intelligence methods to solve problems in relevant areas.  present ideas effectively in written and oral form in proposing the intelligent system applications.  work in teams to develop intelligent systems applications that would be beneficial to the society and industry.  practice ethical values and professionalism in conducting works related to Intelligent Information Systems development with society and industry.  encompass data analytics in decision making for life-long learning.  demonstrate entrepreneurial skills in marketing their applications.  exhibit good managerial and leadership skills.
Provides students with the know-how and capability to design, develop, integrate and maintain all types of computer applications and systems, devise new and better ways of using computer solutions and technology to benefit society. Students will explore software development and all its related technologies, programming languages and models, data structures and algorithms, as well as innovation in the application of computer solutions and technology; enhance their entrepreneurial, problem solving, project management and teamwork skills.
Highlights
To achieve these 4IR-relevant competencies in AI, students were not only provided with knowledge of AI fundamentals, but also AI programming paradigm, language and intelligent decision making support systems. The intended goals of the program also include reference to actual situations-the industrial attachment work and projects learning for students to practice developing intelligent systems applications for real-world industries.
The outcomes of embedded curricula did not reflect competencies of core 4IR technologies.
curriculum highlights the importance of authentic learning experiences when it highlights that students will, "practice ethical values and professionalism in conducting works related to Intelligent Information Systems development with society and industry." The newly developed curricula are better places to implement innovative pedagogy and assessment practices. The newly developed 4IR-relevant curricula meet the requirements of educating engineers with competencies in different industrial fields but highly specialized in a specific industry as Crawley, et al. (2007) emphasized. Malaysia is in step with other leading 4IR ready countries in developing their HE 2018 strategy for new core 4IR curricula and courses, and in providing new AI, cloud computer technology and other new technology curricula.
Integrating Creativity and Entrepreneurship, Lifelong Learning and Collaboration in Curricula
Developing general competencies of creativity and entrepreneurship, lifelong learning, and collaboration is a focus in most of the curricula in Malaysia, but less so in Vietnam. Technopreneurship and entrepreneurship are general university courses in Malaysia. Most bachelor programs emphasized the develop-ment of these competencies in the curricula and embedded modules for student creativity development. Most of the IT curricula emphasized lifelong learning (Table 3 ). The trends found here reflect findings by Grapragasem, et al. (2014) confirming trends in Malaysian curriculum design that is focused on creativity, innovation, leadership and entrepreneurship development for students.
In Vietnam, the Government's guidance on developing lifelong learning habits and entrepreneurship has impacted universities' educating objectives. Almost 100% of the universities had entrepreneurial and start up orientations.
However, only 22% of the 235 universities had specific entrepreneurial training and only 0.5% creativity training in the curricula. In 4IR-relevated curricula, creativity and entrepreneurship were rarely mentioned. These competency gaps were strongly emphasized in the new curricula as can be seen in Table 3 as an example. More combinations of IT with other science disciplines were found as well, especially biotechnology, IT and business and entrepreneurship. Among 74
Malaysian universities, 26 biotechnology curricula existed. This is the sort of transdisciplinary education that is needed to develop the cognitive capacities needed in the 4IR economy. In Vietnam, few efforts were noticed. A significant integration was found at the ELITE curriculum of Hanoi University of Science and Technology when they combined three fields together: cyber (IoT, AI, Big data); physical (nano, sensor, high tech materials) and bio. The Vietnam-German University 13 has an integrated program of electrical and IT for electrical engineers that enables students to design intelligent grid electrical systems. Vietnam
Agriculture Academia 14 provided a program titled "Business Management" that equipped students with 4IR-related technologies for agricultural application and business management. This included data processing in agriculture; E-commerce; machine learning; and AI contents. These integration curricula promised to offer students interdisciplinary knowledge as required, but they remain small in scale relative to the size of the population and the demand for improvement.
Interdisciplinary, Project Learning and Industrial Practicum Based Curriculum
Capstone projects and industrial practicums unite students together in collabor-13 http://www.vgu.edu.vn/vi/web/cms/study-program;jsessionid=31E666E5A12C27F0E79620D6435C 0AEF. ative work and with industrial companies (Carter, et al., 2016; Crawley, et al., 2007) . The universities of both countries put teamwork or collaboration development for students in their curriculum objectives and allocated time for students to practice in projects and industrial practicums. In Malaysia, practice in enterprises is a compulsory part of the university's IT engineer program and Most Vietnamese universities allocated time for students to gain practical skills in industrial companies. At Hanoi University of Science and Technology a joint program was developed by the University and Siemens Corporation (Lê, 2017) . The University of Science and Technology, VNU in Hochiminh City in collaboration with Intel Corporation has developed laboratories for big data, IoT, learning machine, robotics, embedded systems, and Intelligent Transportation Systems 19 . In another example, students at the FPT University 20 spent a year or more working in the IT and business companies. These are essential collaborations for the success of students in Vietnam and many more such curricula need to be cultivated. These efforts represent a step in the right direction, but need to be brought to scale. The difference in the approaches to curriculum development between Vietnam and Malaysia could be due to the different education polices of the two countries. The Malaysian MoHE promulgated framework for HE 4.0, requires curriculum development to move away from single subject module design to- ward interdisciplinary curriculum with an emphasis on 4IR competencies (MoHE, 2018) . These strategies have impacted the universities by providing 4IR-relevant curricula. Malaysia and several other countries are already shifting policies, practices and curriculum in 4IR preparation, as Gleason (ed., 2018) has detailed. The Malaysian universities had developed new curricula, and integrated core 4IR curricula with other scientific and business fields and develop 4.0 competencies to prepare human capacities in the country. They focused on developing AI, cloud computing, entrepreneurial, lifelong learning and collaboration competencies, and directing more to IoT, big data in the coming years. Collaboration and industrial training is compulsory in engineering education in Malaysia and will be extended to either one or two year practicums in the industrial environment as announced in the new HE framework by the MoHE (2018). The Malaysian universities have overcome gaps of engineering curricula in business, entrepreneurial, effective communication and lifelong learning competencies that are indicated by Crawley, et al. (2014) as essential for success. They continue to lack critical CPS curricula. More work can be done, but Malaysia represents a nation on the right track, is ready for the 4IR as reported by the WEF and Kearney (2018).
Vietnam does not yet have the right curricula in place at the necessary scale to prepare its population for the 4IR knowledge and competencies needed. The country and the MOET implemented rather slow clear long term strategies for the 4IR. Vietnamese universities are at the initial phase of educating future ready graduates in 4IR-related skills. Most 4IR-relevant education was happening in increments and as separate pieces of learning. There was very little integration into a broader 4IR context and there was no specific focus on CPS. Only a few universities claimed specializations across disciplines with 4IR-relevant curricula, but the majority was siloed into single disciplines. Also, such programs at some universities were only accessible for high performing, talented students. Overall, efforts in delivering 4IR-related curriculum in Vietnamese universities are nascent and minimal. Only a few universities in Hochiminh and Hanoi Cities had the support from industry to have the necessary labs and equipment to test materials and train students in 4IR-related fields. Moreover, the number of students actually attending university in the first place in Vietnam remains very modest. Only 15% -16% of the age 18 -24 cohort had access to higher education (MOET, 2017) significantly less than the 70% of Malaysian students in the same demographic (MOE, 2015) and that means the workforce for the 4IR in Vietnam is not sufficient to transition Vietnam to the automation economy. The number and quality of PhD-level faculty at the Vietnamese universities were also lacking, with just 22.7% holding this degree and they did not have sufficient international publications and citations as a result. It is difficult for Vietnamese faculty to develop and teach interdisciplinary curriculum as they are most traditionally single discipline prepared at this moment (MOET, 2017) . Malaysia is an example of relative 4IR readiness in human capital and is moving in the right direction, while Vietnam has not been able to develop and harness the appropriate This research illustrates some of the challenges Vietnam faces in the development of 4IR-relevant curriculum. Low enrollment rates, a lack of quality professors, and a lack of funding stall progress in these areas. Despite an understanding of the imperatives for survival in the automation economy, without foundational human resources and financial capital, it is difficult to create the necessary higher education curricula of sufficient quality in CPS and other 4IR-relevant fields.
Suggestions
1) To educate specialists in core 4IR competencies (e.g. AI, IoT, big data, CPSs) universities should apply the CDIO approach to develop new inter-and trans-disciplinary curriculum with a core 4IR technology major and integrate other disciplines. This should be combined with co-curricula pedagogies of practical experience in problem-based learning for better developing students' general competencies. The curriculum outcomes should be 4IR competencies for engineers that focus on both specialized and general competencies, especially related to 4IR, entrepreneurship, creativity, lifelong learning and collaboration.
2) Create special post-doctoral and PhD level funding mechanisms to either send students abroad or educate them in country, in order to develop high qual- ity teacher scholars who can teach and research in these fields.
3) The Malaysian and Vietnamese universities must focus more on preparing CPSs engineers to be ready for future development. 4) Universities should embed general/introduction 4IR courses in other non-engineering curricula to equip learners with general knowledge about the 4IR for better cooperation among engineers and experts from other fields in the 4IR context. Computer competency should be mandatory for all higher education students and faculty.
5) Nascent 4IR-ready countries should develop their long term plans for the 4IR implementation at both national and university levels. They should adopt CPS, IoT, AI and big data curricula from leading countries and invite experts in these fields to train students or use these curricula for reference when developing their own new curricula. Because emerging economies are faced with talent and funding shortages, they should place a greater emphasis on cooperation with other universities outside the home country to better develop an education ecosystem of knowledge and expertise around 4IR-relevant curricula and in training 4IR-ready graduates. Collaboration between government and industry is the crucial factor in supporting universities in this preparation and implementation of 4IR-ready graduates and the corresponding human capital needed for the automation economy. As the world becomes more connected, the lines of communication in higher education need to be kept open for upgrading and cooperating in preparing human resources. More funding from industries seeking diverse sets of employees should be allocated by industry representatives as well. The WEF 2018 report suggests that lagging countries prepare a minimum level of capability to leapfrog using opportunities provided by new technological paradigms (WEF & Kearney, 2018) . 6) As curriculum as an academic plan contains a number of elements (learning outcomes, models; organization and structure; teaching, learning and assessment strategies; module design) appropriate to the outcomes (O'Neill, 2015; Stark, 1986) , research needs to be conducted to compare interdisciplinary 4IR curricula for countries with all their elements to learn from each other in developing appropriate 4IR-relevant curricula for themselves, but consistent for preparing real global Industry 4.0 engineers. 7) Curriculum design and implementation are both important, but according to Stark (1986) , only curriculum implementation allows us to evaluate success and obstacles to improving. The study is limited in that surveys and direct observations of the curriculum implementation processes were not possible. Further research needs to be conducted on the curricular implementation of these efforts. Instruction and student work needs to be observed and evaluated to identify what is working well in practice and what the barriers to further success might be.
